Perf Mon IA - Security Engineer

Intelligent Technology, LLC, a Wood River Federal company, is seeking a skilled network
performance professional to work on a full-scale networking services project for multiple
customers worldwide. The project encompasses design, analysis, testing, implementation and
installation, site acceptance testing, and project management for network engineering efforts at
all network levels. This job is contingent upon contract award.

Job Duties:

e Conduct day-to-day cybersecurity tasks required to obtain, maintain, and continuously
monitor the Authorization to Operate (ATO) and the Approval to Connect (ATC).

e Respond to cybersecurity bulletins such as Information Assurance Vulnerability Alerts
(IAVAs) and Information Assurance Vulnerability Bulletins (IAVBs), etc.

e Perform incident management and response activities.

e Acknowledge cybersecurity orders, reports, and notifications.

e Maintain awareness of STIG and vendor cybersecurity implementation guideline
updates.

e Maintain the enclave A&A package. Maintain an up-todate eMASS hardware and
software baseline. This includes, but is not limited to, the creation, modification, and
continuous monitoring of ATO/ATC documentation in the Enterprise Mission Assurance
Support Service (eMASS) system.

Skill Requirements:

e |AM Level ll

e In addition to required 8570 certifications, cybersecurity personnel shall have three (3) years of
direct professional experience securing DoD networks.

e Secret Security Clearance Required



